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Digital Sel-Control Tools: Introduction

* The last few years have seen the flourishing of Digital Self-Control Tools
(DSCTs) both in academia and as off-the-shelf products:
o external tools, such as apps or browser extensions, that support users to
self-regulate their use of devices, apps, and/or websites.
* They typically allow users to:

o track their usage patterns, and
o define self-imposed interventions, e.g., usage timers.




Research and commercial DSCTs

Start planting today!

=

o0e A HabitLab x o+

<« > C # HabitLab | chrome-extension://obghclocpdgcekcognpkblghkedepdgd/options.htmli#overview L. *4

Overview Hab|t|_ab OverVieW

Settings

f Facebook Today's five most visited sites by minutes spent

I www.facebook.com [ www.youtube.com chrome.google.com [N N
Youtube

Help / FAQ

Feedback

FOREST
HabitLab https://www.forestapp.cc/

https://habitlab.github.io/
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DSCTs

9:00 1 w4l
¢  Digital Wellbeing :

Other

Calendar /

it 3 hr 22 min
Chrome
K‘tSBaQ“S

Gmail

YouTube

12

Notdications

Ways to disconnect

Dashboard

3 app tumer

& Time watched

Stats

Teday 34 minutes

Yesterday 38 minutes

Past 7 days 4 hr 5 minutes

Daily average 35 minutes

Stats are based on your watch history {except
YouTube Music)

LEARN MORE

Tools to manage your YouTube time

Remind me to take a break
off

Autoplay next video
When you finish a video, another plays
automatically.

Onbadidad dimant

Reminder

s

Time to take a break?

been watching for Thour 15 minutes

Adjust or turn off this reminder in Settings

Disable sounds & vibrations

Start time 10:00 PM

End time 8:00 AM

CANCEL OK

Google Digital Wellbeing https://wellbeing.google/
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Block/removal

Reward/punish

What do current DSCTs do?

Feature minimisation

Block

Can't be stopped when on
Irrelevant effortful task to override
Time limit for use

Time lag to override
Uninstallation prevention
Auto-reply during block

Time lag before launch

Launch limit

- Pay to override
Record history

Visualise usage

Display a timer

Concrete goal reminder
Value/general goal reminder
Set concrete time goal/s
Motivational quotes

Redirect activity

Set activity goal/s

Compare behaviour w/ goal
Gain points/streaks
Praise/blame/please/annoy
Social sharing/leaderboards
Unlock achievements

Points represented as lifeform
Lose points/streaks
Real-world reward/punishment
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Self-Control in Cyberspace: Applying Dual
Systems Theory to a Review of Digital
Self-Control Tools

https://arxiv.org/abs/1902.00157

Designing for Mindful Human-Computer Interaction



https://arxiv.org/abs/1902.00157

Block/Removal (74% of tools)

* The most common type of feature is to block or remove
distractions.

Time Limit

You've reached your limit on Facebook

* Through block/removal, DSCTs might:

o enable peoBle to block themselves from using specific
apps or websites or their smartphones altogether (more / \
common);

o remove specific distracting features within the services
they use Jl)ess common).

= Examples:
o usage timers and blockers;
o whitelists and blacklists;

o friction desin% introducing something (e.g., a time lag, an
gc]lcgc:lltlc?nal task) to make techonology usage more
ifficult.
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Block/Removal
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Google Digital
Wellbeing and Apple
Screen Time allow
users to set up usage
timers for specific
apps. When a usage
timer expires, there is a
warning, e.g., a
notification



https://play.google.com/store/apps/details?id=com.google.android.apps.wellbeing&hl=en&gl=US&pli=1
https://play.google.com/store/apps/details?id=com.google.android.apps.wellbeing&hl=en&gl=US&pli=1
https://support.apple.com/en-us/HT208982
https://support.apple.com/en-us/HT208982

Block/Removal

Focusly blocks access
to websites on a
blacklist, then helps
people stick with their

intention by requiring
it x| | s them to type in a series
of 46 arrow keys in a
specific order, before
they can stop a
blocking session.
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Site Blocked

That's cool, just enter the following sequence:

4+
L)

2> L 2
€ ¥
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VIPEEIPVI P EITIEED



https://chrome.google.com/webstore/detail/focusly/jlihnplddpebplnfafhdanaiapbeikbk?hl=gb

Block/Removal ,
loS and Android

smartphones have a
“focus mode” feature
to disable notifications.

< Settings

Cancel Add Schedule

& Do Not Disturb Turn On Automatically

Have this F on automatically at a set time

location, or

On Pixel smartphones
. you can set up a
‘“‘bedtime mode” that
silences the phone and
remove the screen's

color.

Designing for Mindful Human-Computer Interaction @

2 Personal Set Up

Do Not Disturb

Sleep Set Up

ALLOW NOTIFICATIONS
Notifica from sele

A work Set Up ;

Share Across Devices
Options

CUSTOMIZE SCREENS
Choose a Lock Screen or Home Screen page to turn
on to help limit distractions

Focus Status

Choose Choose




Block/Removal

Update Status | Add Photos/Vides  [=] Create Photo Album

“True freedom is impossible without a
mind made free by discipline.”

~ Mortimer J. Adler

News Faed Eradicator

Designing for Mindful Human-Computer Interaction

The News Feed
Eradicator removes the

newsfeed from
Facebook and replaces

it with a motivational

quote. Similar
extensions do things

such as remove
suggested videos on

YouTube.


https://chrome.google.com/webstore/detail/news-feed-eradicator-for/fjcldmjmjhkklehbacihaiopjklihlgg?hl=gb
https://chrome.google.com/webstore/detail/news-feed-eradicator-for/fjcldmjmjhkklehbacihaiopjklihlgg?hl=gb

Self Tracking (387% of tools)

=  Socialize

» Several DSCTs record and visualise how people use
their device, or display timers so that people can
keep track of how long they’ve stayed on task.

* They make use of productivity dashboards with
usage statistics and charts.

Unlocks oti w Used for (hh:mm:ss): 00:26:3
: Notifications 2
aceboo
sed: 01 19 Notifications - h;11 2
sed for (hh:mm:ss 18
hecked: 84 times ~
i 12
9
6
WhatsApp 3
Last time used: 01/ 0
|\ Used for (hhimm:ss 8 ,9 100 = A2 11 1S e Ay
&  Checked: 161 times Notifications
Notifica s: 87
* They enable users to:
o Chrome
S d: 01
"self-evaluate" themselves by monitoring their
o valu selves by
behavi ith technol
own benavior wi ecnno Ogy

o decide what countermeasures to take:

* "I'noticed I was using Instagram too much, let’s set a e 8 @
timer to limit my use."
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Self Tracking

all T -

< Screen Time  All Devices Devices

Week

Daily Average

7h 24m © 18% from last week

saliil l
Productivity & Finance Ott
10h 49m 8h 32m 5h 44m

Total Screen Time 44h 25m

Social

MOST USEC
0 Safari
O Mail
n Support

SHOW CATEGORIES

® < 222t

Danny Rico

@ App Usage

[% Notifications

Pickups

(¢ Downtime
App Limits
(O] Communication
€2 Always Allowed

@ Content & Privacy

g Options

Screen Time

Daily Usage

3h 51m

Q

Oct11-17¢ <  Today

S M T w T S
@ Information & Reading Education ® Other
7h 30m 5h 59m 2h 57m
Show: Apps Categories Time Limits

€ Al Categories
[I] Information & Reading
@ Education
Other
Il Entertainment

¢ Productivity & Finance

All Devices &

7h 30m

5h 59m

2h 57m

2h 43m

1h 52m

Updated today at 9:41 AM
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Google Digital
Wellbeing and Apple

Screen Time have they
own dashboards for
self tracking.



https://play.google.com/store/apps/details?id=com.google.android.apps.wellbeing&hl=en&gl=US&pli=1
https://play.google.com/store/apps/details?id=com.google.android.apps.wellbeing&hl=en&gl=US&pli=1
https://support.apple.com/en-us/HT208982
https://support.apple.com/en-us/HT208982

Self Tracking

Your  Weekly , Dashboard

38% Design & Composition

n Apr 8 - Apr 14, 2019 ”n

details

25% Software Development

time by day productivity pulse
16% Communication & Scheduling
e
I I I I l s% Utilities
p=—>>
1
I . —

4% Social Networking
SSSSSSS 4 10% from week before E—-

n This week is quite a bit longer than normal for you

Spotlight on this week work hours | top activities | daily patterns | trends

38h 37m Logged During Work Hours

61% of your total time

24h 26m Logged Outside Work Hours

39% of your total time

[1] €D ia writer

8 rstudio @ rstudio

6 facetme B microsoft word
€ microsoft word 10} facetime

5] B Find

B Google Document: O twitter.com

8

+0
-
Add members
k — J
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RescueTime (left)
tracks and visualises
time spent on laptops.

Checkout of Your
Phone (right) tracks
how long you’ve time
you’ve managed not to
use your smartphone.



https://www.rescuetime.com/dashboard
https://itunes.apple.com/gb/app/checkout-of-your-phone/id1051880452?mt=8&ign-mpt=uo%3D4
https://itunes.apple.com/gb/app/checkout-of-your-phone/id1051880452?mt=8&ign-mpt=uo%3D4

Goal Advancement (35% of tools)

= Some DSCTs include features for nudging people
towards working on the right tasks when they

actually use their devices.

* They may allow users to set usage goals and control

their progress:
o "l want to use Twitter at most half an hour a day."

* They may use notifications and reminders with
motivational sentences to encourage users to meet
their goal.

Designing for Mindful Human-Computer Interaction

~/ During a business day
i In the morning, between 10-12AM

> Remember your goal,
" go for a walk!

Nearby Friends .

Fnends

Marketplace
® 1 new

Vldeos on Watch
Events
® 1 new
Saved
® 2 new

Pages
Gamlng




Goal Advancement

a Ulrik Lyngs
ﬁ News Feed

Q Messenger

g Watch

B Marketplace

Shortcuts

a Linacre College Co...
@ Karaoke Collective...
? Danskere p& Oxfor...

w PsychMAP

@ Kom og Dans Dan...

= See More...
Explore

Events

Fl] Pages
© Oculus
@ Groups
@ Fundraisers

= See More...

16

41 Uik Home  Creatd

i= Todobook

Get something done before looking at News Feed.

Create CHI presentation = day ago  DONE

Do Iaundry 2 hours age DONE

Do topic modelling of user reviews =nhourage  DONE
Buy a hot air balloon 16 minutes ago ~ DONE

Coordinate Roskilde tickets justnow  DONE

!

Psst!..We've added support for LinkedIn, YouTube, Reddit, and others. Enable?
& Say'hi" & Review 1 Donate

Like Todobook? Send the link to a friend!

Stories
Add to Yo
+ Share a pt
something
D ——

6 event invites
Your Page (1) ~

Sponsored

Plan better projects
asana.com

Plan, prioritize, and t
tasks any way you wi

o2 |
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If you do get distracted,
Time tries to help.

&) Tve

Still working or got distracted?
“Math homework" is running. Press hard on this
notification to respond

WeRateDogs™ @ @dog_rates - 7/2/18
This is Leo. He ate his ice cream too
fast. Brain officially frozen. Claims it
was worth it. 13/10 would warm pup
with pats

Josh Hacker
Qa7 nnsk Qwux &

WeRateDogs™ & @dog_rates 7/1/18
This is Todd. He saved his human from
arattlesnake yesterday. A true h*ckin
hero. He's expected to make a full
recovery and has been rewarded our
fifth ever 15/10

Todobook (left)
replaces Facebook’s
newsfeed with a todo
list

Time (right) is a todo-
list which provides
continual task
reminders if the user
leaves the app.



https://chrome.google.com/webstore/detail/todobook/ihbejplhkeifejcpijadinaicidddbde?hl=en
https://itunes.apple.com/gb/app/time-defeat-distraction/id1313017655?mt=8&ign-mpt=uo%3D4

Reward/Punishment (22% of tools)

= Some DSCTs include features that reward or
punish people for how they use their devices.

* They may use gamification:
o the use of a device, app, or website is tied to
a score;

o points are earned if self-imposed usage
limits are met;

o there may be the possibilty to share scores
and "challenge' other users

Designing for Mindful Human-Computer Interaction



Reward/Punishment

Stay Focused Plant a Tree Stop Phubbing

Forest grows virtual
trees that may be killed
if one’s device is used
inappropriately.

In the following time, the tree will grow Whenever you want to focus, plant
while you work. trees.

Your tree will die if you leave the app.

Designing for Mindful Human-Computer Interaction


https://www.forestapp.cc/

Timewaste Timer takes
Reward/Punishment money out of your
bank account if you
spend too much time
PAVLOK on Facebook.

The goat still needs feeding if you give up the goat will die...

Free up your hands!

PAVLOK lets you
automatically
administer yourself
electrical shocks via a
bracelet if you try to
access blacklisted
websites.
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https://chrome.google.com/webstore/detail/timewaste-timer/pengblgbipcdkpigibniogojheaokckd?hl=gb
https://chrome.google.com/webstore/detail/pavlok-productivity/hefieeppocndiofffcfpkbfnjcooacib?hl=gb

Evaluation of Contemporary DSCTs: Collected Metrics

Measures Collected in the Studies (N = 43)

aticon | :
numberotvists - |
smartphone addiction _5
focus | +
stress _4

0 5 10

[ TooL

[ TECHNOLOGY

[ user

15 20 25 30

Scale

Summary

Paper/Authors

Smartphone Addiction Scale
(SAS) [120]

Nasa-Task Load Index
(NASA-TLX) [76]

Cognitive Absorption Scale [9]

General Self-Efficacy Scale
(GSE) [92]

A self-diagnostic scale composed of 33 questions and 6 points from daily-life
disturbance to tolerance to evaluate the smartphone addiction using
self-reporting.

A multidimensional assessment tool to evaluate perceived workload of a task or
a system in terms of mental, physical, and temporal demand, performance, effort,
and frustration.

A scale to measure five states associated with deep engagement with technology,
i.e., temporal dissociation, focused immersion, heightened enjoyment, control,
and curiosity.

A 10-item psychometric scale to assess optimistic self-beliefs and perceived
self-efficacy to cope with daily activities and isolated stressful events.

Kim et al. [105]; Pinder et al. [177];
Monge Roffarello et al. [159]; Ko et
al. [114]; Ahn et al. [127];

Kim et al. [105]; Kim et al. [106]; Mark
et al. [149]; Mark et al. [150]; Liu et
al. [133];

Kim et al. [105]; Mark et al. [149]; Mark
et al. [150];

Monge Roffarello et al. [159]; Ko et
al. [114];

Monge Roffarello and De Russis, Achieving Digital Wellbeing Through Digital Self-Control Tools: A Systematic Review and Meta-Analysis, TOCHI, https://dl.acm.org/doi/abs/10.1145/3571810



https://dl.acm.org/doi/abs/10.1145/3571810

Evaluation of Contemporary DSCTs: Study Design

Evaluation Designs and Characteristics (N = 43)

Within Subject Design | IEEEE—S T 26
Between Subject Design [ 17
Control Group NG 7
Withdrawal Phase |GG /
Follow Up NG :

0 5 10 15 20 25 30

A summary of the designs and the main characteristics of the 43 studies under analysis.

Monge Roffarello and De Russis, Achieving Digital Wellbeing Through Digital Self-Control Tools: A Systematic Review and Meta-Analysis, TOCHI, :



https://dl.acm.org/doi/abs/10.1145/3571810

Within Subject vs. Between Subject

* Between-subjects (or between-groups) study design: different people test
each condition so that each person is only exposed to a single tool/interface|...

= Within-subjects (or repeated-measures) study design: the same person tests

all the conditions (i.e., all the tools/interfaces/...).

) . Within-subjects design

8 —> Site 1 —> | Site2 The same participant tests
all conditions corresponding
to a variable.

Between-subjects design
8—» Site 1 -+ Site 2 Different participants are
assigned to different

conditions corresponding to a
variable.

NN/g

https://www.nngroup.com/articles/between-within-subjects/
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Evaluation of Contemporary DSCTs: Study Design

* The average number of participants involved in DSCTs experiments is 36

* The most common type of evaluation adopted by researchers is a 21-day

controlled field study that follows a within-subject design:

o the DSCT is deployed on participants’ devices;

o one initial week of baseline, i.e., 7 days during which the tool is
“transparent” to the participants;

o two weeks of intervention, i.e., 14 days during which participants can use
all the functionality of the DSCT.

Monge Roffarello and De Russis, Achieving Digital Wellbeing Through Digital Self-Control Tools: A Systematic Review and Meta-Analysis, TOCHI, :



https://dl.acm.org/doi/abs/10.1145/3571810

Evaluation of Contemporary DSCTs: Problems

= Experiments are typically short (e.g., 21 days) and cannot assess the long-term effects
of using a DSCT.

= Experiments rarely include a control group, with a prevalence of within-subject
experiments.

* Experiments rarely include a withdrawal phase, i.e., a phase during which the DSCT is

(progressively) removed:

o we cannot know if the usage of a DSCT can promote the formation of new
behaviors.

= Strong selection bias towards young university students, and, more generally,
towards technology-savvy users that use devices like PCs and laptops every day, e.g.,
for studying or working.

Monge Roffarello and De Russis, Achieving Digital Wellbeing Through Digital Self-Control Tools: A Systematic Review and Meta-Analysis, TOCHI, : i Q


https://dl.acm.org/doi/abs/10.1145/3571810

Evaluation of Contemporary DSCTs: an Example

—

INTERVENTION #1:
GOAL REMINDERS
(N = 20)

RECRUITMENT
(N = 58)

l

INTERVENTION #2:
REMOVE NEWSFEED

(N=19)

ENROLLMENT

BASELINE
(2 WEEKS)

(066G -

INTERVENTION
(2 WEEKS)

WITHDRAWAL
(2 WEEKS)

[

FOLLOW UP

(AFTER 5 MONTHS

]

CONTROL GROUP:
WHITE BACKGROUND
(N =19)

]— INITIAL SURVEY

- PERIODIC SURVEY |

 PERIODIC SURVEY |

/ PERIODIC SURVEY
INTERVIEW J

DEBRIEFING

) J— EXIT SURVEY

Example of a good study design:

it compares two randomly-selected groups of
participants subjected to different Facebook
interventions, i.e., goal reminders and remove
newsfeed;

a group of users receives a “placebo” intervention,
i.e., turning the Facebook background from light grey
to white;

it uses surveys and interviews after each phase of the
study, including a 5-month follow-up that partially
addresses the need for long-term evaluations.

Lyngs et al.’l Just Want to Hack Myself to Not Get Distracted’: Evaluating Design Interventions for Self-Control on Facebook, CHI 2020, : i e



https://dl.acm.org/doi/10.1145/3313831.3376672

Self-Monitoring and Short-Term Effectiveness

* The majority of contemporary DSCTs are based on self-tracking statistics
block/removal strategies, i.e., they have self-monitoring nature.

= Users need to figure out for themselves:

o what are the causes of their problems, e.g., by selecting which apps they
would like to use less;

o whatis the most appropriate strategy to intervene on their unwanted

behaviors, e.g., by selecting an appropriate time threshold for a usage
timer.




Self-Monitoring and Short-Term Effectiveness

» Unfortunately, problems can be difficult to identify (and to admit), and DSCTs

may not match users' expectations:

O

high attrition rate!

= As aresult, DSCTs are not effective in the long term:

O

basic contradiction: technology to disincentivize the usage of other
technologies;

block of negative behaviors rather than promoting alternative behaviors;

work in the short term: when users stop using (or use less) a DSCT, their
behavior tends to return to previous levels;

lack of proactivity: users must remember to use the tool and "control"
their behavior.




Self-Monitoring and Short-Term Effectiveness

Paper Hedges’ g Participants [#] 95% CI
Okeke et al. (S5) [114] 0.8325 35 [0.3430;1.3221; | Paper
Whittaker et al. (S3) [223] 0.5863 61  [0.2236;0.9489] s1 S
Kim et al. (S7) [105] 0.5340 36 [0.0634; 1.0046] gg T
Ko et al. (S4) [112] 0.4211 27  [-0.1187; 0.9609] sS4 1Ty
Monge Roffarello et al. (52) [159] 0.3071 38  [-0.1454;0.7595] s7 ——
Lyngs et al. (S9) [145] 0.2140 20 [-0.4078; 0.8357 ] gg —i—
Tseng et al. (S1) [177] 0.1375 15  [-0.5791;0.8542] j

Overall Effect Size -
Overall Effect Size 0.4734 255 [0.2657; 0.6811] Prediction Interval ===
Prediction Interval [0.0332; 0.9136] 1 05 0 05 1 15

Monge Roffarello and De Russis, Achieving Digital Wellbeing Through Digital Self-Control Tools: A Systematic Review and Meta-Analysis, TOCHI, :



https://dl.acm.org/doi/abs/10.1145/3571810

Socialize: a Proactive DSCT

NEW HABIT DETECTED
Socialize detected a habit in your REVIEW AND FINISH

smartphone usage

i ™

-/ During a business day
;\. In the morning, between 10-12AM

> Remember your goal,
- go for a walk!

MOTIVATION During a Business day

During a Business day In the morning, between 10-12

@

Nearby Friends

In the morning, between 10-12 £ g

Why do you use the smartphone is this - e

You typically use o
4 T by 4

'F C) Go for a walk

Marketplace
® 1 new
I'm bored and | need some distraction to pass the time

| feel alone and | want to see what others are doing NOTIFY ME
| need to communicate with someone SAVE

CANCEL AVOID HABIT

I'm sad or a little nervous and | need something to
escape my surrounding

| want to have fun

Other

Monge Roffarello and De Russis, Understanding, Discovering, and Mitigating Habitual Smartphone Use in Young Adults, TiiS 2021, https://dl.acm.org/doi/abs/10.1145/3447991


https://dl.acm.org/doi/abs/10.1145/3447991

Single Device DSCTs

* The majority of contemporary DSCTs only take into account the device on

which they are installed:

O

a mobile app allows monitoring/acting on the apps installed on the
smartphone;

o A browser extension allows monitoring/acting on websites visited with

that specific browser.

= Users' digital habits are more complex:

O
O
O

we own many devices, each with its own characteristics;
we often use more than one device at the same time;

what if | set a block for the Facebook website, but | can still access it via
my smartphone?




From Single Device to Multi Device DSCTs

= “With an Internet connection and a screen, any device can be a source of distraction.”
(P7)

= “I'regularly use my laptop to listen to music while I’m working on the desktop computer.
Sometimes, this is distracting, especially when the music is on YouTube and there is a
video in the background.” (P11)

» “When | am particularly stressed, it’s likely that | interrupt my work on the PC with the
smartphone to relieve the tension.” (P20)

= Sometimes, when I’'m on Facebook on my computer, | take my smartphone, | go on
Instagram, and then | unconsciously open Facebook, too. So I have it opened on my
smartphone and my PC at the same time. When this happens, | feel really addicted to
social networks. (P12)

Monge Roffarello and De Russis, Coping with Digital Wellbeing in a Multi-Device World, CHI 2021, https://doi.org/10.1145/341176 4.3445076 e


https://doi.org/10.1145/3411764.3445076

From Single Device to Multi Device DSCTs

Monge Roffarello and De Russis, Coping with Digital Wellbeing in a Multi-Device World, CHI 2021, https://doi.org/10.1145/341176 4.3445076


https://doi.org/10.1145/3411764.3445076

From Single Device to Multi Device DSCTs

_ ] Facesook Page Tempae Q Y— P

FeelHabits

Eacabook You reached the limit for Instagram usage of 15
facobook launches (PC + smartphone).
Home The limit will end next morning, at 6am.
About May you respect your proposal?
ok e like 3 Follow 4 Shore - © send Message
Reviews
# suus <
Events
Fosty Community See
Community 24 Invite your friends 1o ke his Page
[ Croswa o | Posts o 107,476 peosle ke s

Envato

Your post message text goes in this ar
according to your needs. enjoy.

Monge Roffarello and De Russis, Towards Multi-Device Digital Self-Control Tools, INTERACT 2021,



https://link.springer.com/chapter/10.1007/978-3-030-85610-6_8
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License

* These slides are distributed under a Creative Commons license “Attribution-NonCommercial-ShareAlike 4.0
International (CC BY-NC-SA 4.0)”

= You are free to:

o Share — copy and redistribute the material in any medium or format
o Adapt — remix, transform, and build upon the material
o Thelicensor cannot revoke these freedoms as long as you follow the license terms.

= Under the following terms:

o Attribution — You must give appropriate credit, provide a link to the license, and indicate if ghan%gs were
made. You may do so in any reasonable manner, but not in any way that suggests the licensor endorses
you or your use.

OA® ®E

o NonCommercial — You may not use the material for commercial purposes.

o ShareAlike — If ?/ou remix, transform, or build upon the material, you must distribute your contributions
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